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Section 1.  Purpose of the protocol

This protocol has been developed to:

· Define the specific purposes for which the signatory agencies have agreed to share information.

· Describe the roles and structures that will support the exchange of information between agencies.

· Set out the legal gateway through which the information is shared, including reference to the Crime and Disorder Act 1998, Human Rights Act 1998 and the Common Law Duty of Confidentiality.

· Describe the security procedures necessary to ensure that compliance with responsibilities under the Data Protection Act 1998 and agency specific security requirements.

· Describe how this arrangement will be monitored and reviewed.  

The signatories to this agreement will represent the following agencies and any other necessary agencies identified:

London Borough of Merton
Metropolitan Police Service
London Probation Service 

Merton Youth Offending Team

St George’s Mental Health Trust

Registered Providers of Social Housing
Victim Support 

Section 2.  Specific purpose for sharing information

Introduction

This Purpose Specific Information Sharing Protocol is linked to the overarching Information Sharing Protocol that has been agreed between; the London Borough of Merton the Metropolitan Police, Merton Primary Care Trust and various social housing providers.

Objectives 

The objectives are to provide an effective partnership approach within the borough of Merton to address anti-social behaviour/Complex cases  perpetrated within the borough. The information sharing under this protocol will allow all partners both statutory and non-statutory to provide the best range of responses, including intervention, support and where necessary enforcement. 
Benefits

A reduction in disorder and crime through the identification of perpetrators and the use of appropriate interventions to address the behaviour.  Partner agencies may provide information that would not otherwise be freely available. This will lead to better monitoring of interventions with other partner agencies. Residents will benefit from a drop in the number of incidents of anti-social behaviour.

Partner agency benefits

Supports the work of the partner agencies and their priorities, including those agreed through the Safer Merton Partnership. Offers a wider range of interventions, both statutory and non-statutory to partner agencies. 

How will this information sharing arrangement further those objectives?

A small number of perpetrators are responsible for a disproportionate number of incidents. Concentrating resources on these perpetrators through information sharing will build a more accurate picture, allowing timely and appropriate interventions to be utilised.

In order to offer effective support and intervention, it is essential that an assessment be carried out. It is only by seeking information from all partner agencies that a full assessment can be made, taking in to account drug and alcohol misuse, housing, social and child concerns, education, training and employment status, as well as any potential mental health issues.

It is essential for this to be effective, that all agencies concerned are able to share information freely and openly. It is also necessary so that engagement and compliance with any intervention is monitored.

Section 3.  Legal basis for sharing and what specifically will be shared

1. First principle 

The first data protection principle states that data must be processed lawfully and fairly.  

1.1 Lawfully 

A public authority must have some legal power entitling it to share the information.

The main legal power for the sharing of information in this instance is S.115 Crime and Disorder Act 1998. This allows relevant authorities to share information for the purpose of prevention and detection of crime, to apprehend or prosecute offenders or if it is required by law.

For those bodies that do not come under the remit of the Crime and Disorder Act, the power to share information for the police service, comes from Common Law Policing Purposes. This will be through the Policing Purpose to Prevent the Commission of Offences. 

1.2 Common Law Duty of Confidentiality

If your agency has received any information in confidence, you almost certainly have a duty towards the data subject.

Common law confidentiality is not a written Act of Parliament. It is ‘common’ law. This means that it has been established over a period of time through the courts. It is a form of law based on previous court cases decided by judges, it may also be referred to as ‘case law’. The law is applied by reference to those previous cases, so common law is also said to be based on precedent. 

 

It recognises that some information has a quality of confidence, which means that the individual or organisation that provides the information has an expectation that it will not be shared with or disclosed to others. In general it is expected that if information is given in circumstances where a duty of confidence applies, that information cannot normally be disclosed without the information provider’s consent. 

In practice, this means that all information, however and in whatever form it is held, must not normally be disclosed without the consent of the subject. Age, mental health etc are irrelevant considerations, the duty will still apply. 

To have a quality of confidence it is generally accepted that the information is: 

(a) Not trivial in nature 

(b) Not in the public domain or easily available from another source 

(c) Has a degree of sensitivity 

(d) Has been communicated for a specific purpose and in circumstances where the individual or organisation is likely to assume an obligation of confidence 

Be aware though, that as is the case with the Human Rights Act, confidentiality is a qualified right. The Council for example is able to override a duty of confidence when it is required by law, or if it is in the public interest to do so. There are three circumstances making disclosure of confidential information lawful: 

(a) The individual to whom the information relates has consented

(b) Disclosure is necessary to safeguard the individual, or others, or is in the public interest, for example;

(i) Protecting children or vulnerable adults

(ii) Preventing or detecting crime 

(iii) Ensuring public safety

(c) Where there is a legal duty to do so, for example a court order

It has been established through the courts that just cause or excuse and acting in the public interest are defences to proceedings for breach of confidence. When deciding whether to disclose or not, a balance needs to be struck between protecting confidentiality and serving the public interest. Good justification is needed before individual rights are set aside and it is recommended that legal advice should be sought before the information is disclosed. In addition, any decision to disclose should be fully documented and it is recommended that wherever possible a risk assessment should be completed.

. 
1.3 Fair Processing 

The Council uses two forms, an ‘Approvals and Consent’ and a ‘Consent to Disclosure of Information Form’ when asking for information from members of the public. The police utilise ‘A Fair Processing Notice’ available on the MPS Intranet and also published on the external MPS Publication Scheme. 

These notices state that personal information will be used and for what purposes, they also state that information may be shared with a variety of other agencies and for what purpose. All agencies should have similar provisions. 

2 Legitimate Expectation

An individual’s expectation as to how information given to a public body will be used will be relevant in determining whether the first data protection principle has been complied with.

There is a legitimate expectation that an agency will do what they can to maximise fairness and protection under the law. The sharing of information within the terms of this agreement satisfies the expectation that information will be used for the purposes of crime reduction and prevention as well as the maintenance of public safety.

2.1 Human Rights - Article 8: The Right To Respect For Private And Family Life, Home And Correspondence

There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

The interference with this right as described above, is with the intention of protecting public safety and for the prevention of disorder or crime. Those identified have shown through their behaviour that they are likely to commit further anti-social behaviour and possibly crime. Public bodies have a duty to protect members of the community from interference with their material human rights and freedoms, by those likely to carry out anti-social behaviour.
Information to be shared through this agreement is to be the minimum necessary to support the work of the panel, in order to demonstrate proportionality.

.

3. Schedule 2, Data Protection Act 1998

In addition to the legal criteria set out above, the information sharing arrangement must satisfy at least one condition in Schedule 2 of the Data Protection Act in relation to personal data.

It should not be assumed that consent is essential in order for agencies to share information in support of the work carried out by the panel.

Obtaining consent remains a matter of good practice and, in circumstances where it is appropriate and possible, explicit consent should be sought from and freely given by the data subject.

However, in many cases the aims of the panel might be prejudiced if agencies were to seek consent. In such cases the disclosing agency must consider possible grounds to override the consent issue. It is possible to disclose personal information without consent if this is in the defined category of public interest.

The Public Interest Criteria include:

i) The administration of justice

             ii) Maintaining public safety

            iii) The apprehension of offenders

            iv) The prevention of crime and disorder

v) The detection of crime

vi) The protection of vulnerable members of the community

When judging the public interest, it is necessary to consider the following:

i) Is the intended disclosure proportionate to the intended aim?

             ii) What is the vulnerability of those who are at risk?

            iii) What is the impact of disclosure likely to be on the subject?

            iv) Is there another equally effective means of achieving the same

    aim?

v) Is the disclosure necessary to prevent or detect crime and uphold

    the rights and freedoms of the public?

            vi) Is it necessary to disclose the information to protect other

                 vulnerable people?

The rule of proportionality should be applied to ensure that a fair balance is achieved between the public interest and the rights of the data subject.

Where consent is provided section 1 of Schedule 2 will be satisfied.

Where consent is not provided, or sought, Schedule 2 will be satisfied in this case by section 5(b) that allows the sharing of information for functions conferred under statute, namely Section 115 Crime and Disorder Act 1998.

For those agencies that do not come under the remit of the Crime and Disorder Act, the Schedule 2 conditions can be satisfied by section 6(1). The purposes of legitimate interests pursued by the data controller or by a third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms of legitimate interests of the data subject. This supports the purposes of each agency assisting with the panel.
3.1 Schedule 3, Data Protection Act 1998

If the information is “sensitive” (that is, where it relates to race, ethnic origin, political opinions, religion or belief system, membership of a trades union, physical/mental health or sexual life, the commission or alleged commission of any offence, proceedings relating to the offence) you must satisfy at least one condition in Schedule 3.

Where consent is not provided, or sought, Schedule 3 will be satisfied in this case by section 7 that allows the sharing of information for functions conferred under enactment, namely Section 115 Crime and Disorder Act 1998.

For those agencies that do not come under the remit of the Crime and Disorder Act, the Schedule 2 conditions may be satisfied by section 10. This allows the processing of sensitive personal data in certain circumstances as specified in an order made by the Secretary of State. These circumstances are defined in Statutory Instrument 417/2000 – The Data Protection (Processing of Sensitive Personal Data) Order 2000, which provides for sensitive personal information being processed where: “The processing is necessary for the exercise of any functions conferred on a constable by any rule of law.” (Paragraph 10).

2. Second principle
Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

An agency’s information exchanged under this protocol is obtained for the purposes of addressing anti-social behaviour and possibly crime. Under this protocol it will not be processed in any manner contradictory to that purpose.

3. Third principle
Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. 

Due to the complexity of the information sharing through this protocol, providing a prescriptive list of data to be shared is difficult. Therefore partners will agree to share proportionate information that will be the minimum necessary to enable the panel to achieve its objectives under the Operating Protocol.

It will be for the controllers of the relevant information to assess its worth in meeting this principal and determining if disclosure is therefore necessary.

4. Fourth principle
Personal data shall be accurate and, where necessary, kept up to date.

Whilst there will be regular sharing of information, the data itself will in all likelihood be ‘historical’ in nature. This means that the data exclusively relates to individual actions or events that will have already occurred at the time of sharing. These are not categories of information that will substantially alter or will require updating in the future.

5. Fifth principle
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

Information retained on a referred individual will be subject to regular reviews. A timescale for retention cannot be set, as this will vary from referral to referral. When information is no longer required it will not be retained.

If information shared under this protocol is to be included in case files it must be for a legitimate purpose. This may include continued use of a service provided by the organisation or potential interaction at a later date, or for the 

purposes of legal action. This must be held, reviewed and deleted in reference to the individual agencies code of practice in the handling of information and their responsibilities under the Data Protection Act.

6. Sixth principle
Personal data shall be processed in accordance with the rights of data subjects under this Act.

· Partners to this protocol will respond to any notices from the Information Commissioner that impose requirements to cease or change the way in which data is processed. 

· Partners will comply with subject access requests in compliance with the relevant legislation. 

· Partners reserve the right to withdraw the right to the use of the data at any time.

7. Seventh principle
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

Measures to satisfy the Seventh Principle are detailed in section 4 of this document, “Description of Arrangements including security matters”.

8. Eighth principle
Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection of the rights and freedoms of data subjects in relation to the processing of personal data.

Under the terms of this protocol no information will be passed outside of the European Economic Area.

Section 4.  Description of arrangements including security matters

4.1 Business continuity

Where information is shared, a record of what has been provided will be made in each instance.
Referrals will be sent to the single point of contact in Merton Council. Minutes and the Case Action Plan will be distributed to all panel members. Panel members will inform the council single point of contact when actions from the action plan have been completed. Each agency at practitioner level, will be known to their counterparts in other agencies. If this is not the case, each signatory agency will nominate a clearly identified single point of contact, and deputy, to facilitate the passage of information. These arrangements comply with the Operating Protocol. 
4.2 Confidentiality and vetting

Information to be exchanged under this protocol will normally be marked at the Government Protective Marking Scheme Level of ‘Restricted’. The disclosure of ‘Restricted’ information is where that individual has a relevant ‘need to know’ that information.

Any information shared through this protocol should only be viewed by those individuals with a valid ‘need to know’ that information. At each meeting attendees will sign a confidentiality agreement regarding information exchange. No documentation will be removed from the panel meeting unless it is necessary to do so. Cases should only be discussed with appropriate people in appropriate locations.

Referrals are marked at the higher level of ‘Confidential’ as they may contain details of more than one individual, including children and young people. 

4.3 Compliance

All partners to this protocol agree to accept responsibility for ensuring that all agreed security arrangements are complied with.

Compliance with these security controls will be included in the quarterly review by the Panel Steering Group as outlined in the Operating Protocol. 

4.4 Sanctions

Any unauthorised release of information or breach of these conditions will be dealt with through the internal discipline procedures of the respective partner agency.

Non-compliance and/or breaches of the security arrangements will be reported to the panel and reviewed with regard to any risk from the breach. It is anticipated that the respective partner agency will be open about any loss of data, or any security breach.

All parties should be aware that in extreme circumstances, non-compliance with the terms of this agreement may result in the agreement being suspended or terminated. All agencies must also be aware that there are offences under the Data protection Act and the Computer Misuse Act, and that unauthorised access or disclosure of data may constitute an offence.

4.5 Training / Awareness

All partners will hold a copy of this protocol. It is the responsibility of each partner to ensure that all individuals likely to come in contact with the data shared under this protocol are trained in the terms of this agreement and their own responsibilities, as well as the legislative requirements surrounding such access and use.

4.6 Partner’s building and perimeter security

Information will be stored in secure areas of the respective premises, e.g. not in areas where the public have access. It is expected that partner agencies will take all reasonable steps to ensure the security of building perimeters outside hours of operation, and to prevent unauthorised access to areas where data is stored during times of operation.

4.7 Storage of papers

Any paper records held by the partners will be stored in a locked cabinet within a secure area when not in use. Access must be limited only to those with a valid ‘need to know’ that information. There should also be a clear desk policy were police information is only assessed when needed and stored correctly and securely when not in use.

4.8 Storage of information on partner agency’s systems

All information held on partner computer systems is to be held on username/password protected computer systems allowing for controlled access to staff with a legitimate need to access the information.  Each signatory agency will store information within a password identification system.  Access will be limited to those with a valid ‘need to know’ that information.
4.9 Movement of information (physically)  

Some information will be passed across in person from agency to agency.

Information will be physically handed to each relevant agency. The reproduction of information is strictly prohibited unless authorised by the supplying agency. Subsequent movement within the partner agency must be 

treated with the same degree of security. No panel material is to be sent via any form of postal system. 

Hand written minutes taken during meetings where information is shared must be transcribed into digital format for distribution through a secure e-mail system. The original notes must be either destroyed, or stored in a secure manner behind two barriers. (i.e. a locked filing cabinet in a secure area.)

4.10 Movement of information (electronically)

A secure email link:

Agencies whose email addresses include the following extensions; pnn, gsi, gsx, cjx, indicate that they are members of the Government Secure Community (GSC). This means that a secure email link between the sender and recipient is already established. The inclusion of gov.uk alone does not indicate membership of the GCS. Communications with partner agencies whose email addresses only include this, such as local authorities, are not secure.

An alternative and widely accepted method of secure email transmissions is by using cjsm email addresses. These are generated from the CJSM system which is a Home Office supported programme developed to facilitate better communications between all parties involved in the Criminal Justice System. The email within CJSM is a secure one and therefore, has been widely adopted by local authorities as their secure email system.

4.11 Disposal of electronic information 

Information provided as part of this protocol will be the subject of review by the partner agencies. Information will be destroyed in accordance with each agencies code of practice in handling information and with regards to their responsibilities under the Data Protection Act. 

If information is stored by partners electronically, information must be overwritten using an appropriate software utility e.g. Norton Utilities or CD/ disks physically destroyed.

4. 12 Disposal of papers 

Information provided in hard copy will be destroyed when it is no longer useful, being either shredded, or returned to the supplying agency for destruction through a restricted waste system, as used by the council and the police.

4.13 Review

The arrangements within this protocol will be reviewed quarterly in conjunction with the Panel Steering Group quarterly meeting. 

4.14 Freedom of Information Act requests

Normal practice will be to make all information sharing agreements available.  It is recognised that any of the agencies to this agreement may receive a request for information made under the Act that relates to the operation of this agreement.  Where applicable, they will observe the Code of Practice made under S.45 of the Freedom of Information Act 2000.

The Code of Practice contains provisions relating to consultation with others who are likely to be affected by the disclosure (or non-disclosure) of the information requested. The Code also relates to the process by which one authority may also transfer all or part of a request to another authority if it relates to information they do not hold.

Section 5.  Agreement to abide by this arrangement

The agencies signing this protocol accept that the procedures laid down in the document provide a secure framework for the sharing of information between their agencies in a manner compliant with their statutory and professional responsibilities.

As such they undertake to:

· Implement and adhere to the procedures and structures set out in this protocol

· Ensure that where these procedures are complied with, no restriction will be placed on the sharing of information other than those specified within this protocol

· Engage in a review of this agreement with partners on a quarterly basis as part of the panel quarterly review

Information Sharing Protocol Signatories:
· Signatory agencies and strategic lead for the panel within those agencies

· Agencies involved in the panel process on a case-by-case basis

All parties undertake to comply with the terms of the Information Sharing Protocol by signing the ISP brief before every meeting. 
Meeting confidentiality statement/ ISP summary Brief 
	Chair 
	
	Date of Meeting
	


Information discussed by the agency representatives, within the ambit of this meeting, is strictly confidential and must not be disclosed to third parties. 

All agencies should ensure that all minutes and related documentation are retained in a confidential and appropriately restricted manner. These minutes will aim to reflect that all individuals who are discussed at these meetings should be treated fairly, with respect and without improper discrimination. All work undertaken at the meetings will be informed by a commitment to equal opportunities and effective practice issues in relation to age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, religion or belief, sex, and sexual orientation.

THE PURPOSE OF THE MEETING IS AS FOLLOWS:

· To share information to increase the safety, health and well- being of victims – adults and their children; 

· To construct jointly and implement a risk management plan that provides professional support to all those at risk and that reduces the risk of harm;

· To reduce repeat victimisation;

· To improve agency accountability; and

· Improve support for staff involved in high risk cases. 

BY SIGNING THIS DOCUMENT WE AGREE TO ABIDE TO THESE PRINCIPLES.

Meeting confidentiality agreed /ISP Agreed (attendees)

	Chair 
	
	Date 
	


	Agency
	Name of Representative
	Signature 
	Email
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